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Without the prior written consent of ZKTeco, no portion of this manual can be copied or forwarded in any
way or form. All parts of this manual belong to ZKTeco and its subsidiaries (hereinafter the "Company" or
"ZKTeco").

ZK is a registered trademark of ZKTeco. Other trademarks involved in this manual are owned
by their respective owners.

This manual contains information on the operation and maintenance of the ZKTeco equipment. The
copyrightin all the documents, drawings, etc. in relation to the ZKTeco supplied equipment vests in and is
the property of ZKTeco. The contents hereof should not be used or shared by the receiver with any third
party without express written permission of ZKTeco.

The contents of this manual must be read as a whole before starting the operation and maintenance of the
supplied equipment. If any of the content(s) of the manual seems unclear or incomplete, please contact
ZKTeco before starting the operation and maintenance of the said equipment.

It is an essential pre-requisite for the satisfactory operation and maintenance that the operating and
maintenance personnel are fully familiar with the design and that the said personnel have received
thorough training in operating and maintaining the machine/unit/equipment. It is further essential for the
safe operation of the machine/unit/equipment that personnel has read, understood and followed the
safety instructions contained in the manual.

In case of any conflict between terms and conditions of this manual and the contract specifications,
drawings, instruction sheets or any other contract-related documents, the contract conditions/documents
shall prevail. The contract specific conditions/documents shall apply in priority.

ZKTeco offers no warranty, guarantee or representation regarding the completeness of any information
contained in this manual or any of the amendments made thereto. ZKTeco does not extend the warranty
of any kind, including, without limitation, any warranty of design, merchantability or fitness for a particular
purpose.

ZKTeco does not assume responsibility for any errors or omissions in the information or documents which
are referenced by or linked to this manual. The entire risk as to the results and performance obtained from
using the information is assumed by the user.

ZKTeco in no event shall be liable to the user or any third party for any incidental, consequential, indirect,
special, or exemplary damages, including, without limitation, loss of business, loss of profits, business
interruption, loss of business information or any pecuniary loss, arising out of, in connection with, or
relating to the use of the information contained in or referenced by this manual, even if ZKTeco has been
advised of the possibility of such damages.
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This manual and the information contained therein may include technical, other inaccuracies or
typographical errors. ZKTeco periodically changes the information herein which will be incorporated into
new additions/amendments to the manual. ZKTeco reserves the right to add, delete, amend or modify the
information contained in the manual from time to time in the form of circulars, letters, notes, etc. for better
operation and safety of the machine/unit/equipment. The said additions or amendments are meant for
improvement /better operations of the machine/unit/equipment and such amendments shall not give any
right to claim any compensation or damages under any circumstances.

ZKTeco shall in no way be responsible (i) in case the machine/unit/equipment malfunctions due to any
non-compliance of the instructions contained in this manual (ii) in case of operation of the
machine/unit/equipment beyond the rate limits (iii) in case of operation of the machine and equipment in
conditions different from the prescribed conditions of the manual.

The product will be updated from time to time without prior notice. The latest operation procedures and
relevant documents are available on http://www.zkteco.com.

If there is any issue related to the product, please contact us.

ZKTeco Industrial Park, No. 26, 188 Industrial Road,
Tangxia Town, Dongguan, China.

+86 769 - 82109991

+86 755 - 89602394

For business related queries, please write to us at: sales@zkteco.com.

To know more about our global branches, visit www.zkteco.com.
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ZKTeco is one of the world’s largest manufacturer of RFID and Biometric (Fingerprint, Facial, Finger-vein)
readers. Product offerings include Access Control readers and panels, Near & Far-range Facial Recognition
Cameras, Elevator/floor access controllers, Turnstiles, License Plate Recognition (LPR) gate controllers and
Consumer products including battery-operated fingerprint and face-reader Door Locks. Our security
solutions are multi-lingual and localized in over 18 different languages. At the ZKTeco state-of-the-art
700,000 square foot ISO9001-certified manufacturing facility, we control manufacturing, product design,
component assembly, and logistics/shipping, all under one roof.

The founders of ZKTeco have been determined for independent research and development of biometric
verification procedures and the productization of biometric verification SDK, which was initially widely
applied in PC security and identity authentication fields. With the continuous enhancement of the
development and plenty of market applications, the team has gradually constructed an identity
authentication ecosystem and smart security ecosystem, which are based on biometric verification
techniques. With years of experience in the industrialization of biometric verifications, ZKTeco was officially
established in 2007 and now has been one of the globally leading enterprises in the biometric verification
industry owning various patents and being selected as the National High-tech Enterprise for 6 consecutive
years. Its products are protected by intellectual property rights.

This manual introduces the operations of ZKBio Access IVS software.

All figures displayed are for illustration purposes only. Figures in this manual may not be exactly consistent
with the actual products.
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Document Conventions

Conventions used in this manual are listed below:

GUI Conventions

Convention Description
Bold font Used to identify software interface names e.g. OK, Confirm, Cancel
> Multi-level menus are separated by these brackets. For example, File > Create > Folder.
ropece
Convention Description
<> Button or key names for devices. For example, press <OK>
Window names, menu items, data table, and field names are inside square brackets. For
2 example, pop up the [New User] window
/ Multi-level menus are separated by forwarding slashes. For example, [File/Create/Folder].
Symbols

Convention Description

.
h This implies about the notice or pays attention to, in the manual

l;’. The general information which helps in performing the operations faster

The information which is significant

0 Care taken to avoid danger or mistakes
c The statement or event that warns of something or that serves as a cautionary
example.
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1 Introduction

Today, the modern companies' concern for security has rapidly increased. To achieve this, ZKTECO brings
you ZKBio Access that helps the customers to integrate the operations of access control and attendance
on one platform. The system is divided into four modules, namely: Personnel, Access, Attendance and
System Management.

Features

It can manage about 2000 personnel data.

It has a powerful data processing capacity.

Users’ data are more secured with multi-level management role-based level management.

It can track events and operations in real-time to ensure proper feedbacks of data to the management.
Configuration Requirements

Dual-core processor with a speed of 2.4GHz or above.

System Memory of 4GB or above.

Available space of 10GB or above. We recommend using NTFS hard disk partition as the software

installation directory.
Monitor Resolution of 1024 x 768px or above.
Operating System

Supported Operating Systems: Windows 7 / Windows 8 / Windows 8.1 / Windows 10 / Windows
Server 2008/2013(32/64)

Supported Database: PostgreSQL
Recommended Browser version: IE 11+/Firefox 27+/Chrome 33+

? Note: You must use IE 8.0 or newer version for fingerprint registration and verification.

1.1 Personnel Module

The Personnel module is used to set the person details and their department. It primarily consists of two
parts: Department Management settings, which is used to set the Company’s organizational chart;
Personnel Management settings, which is used to add the personal information, assign departments,

maintain and manage personnel details.

1.2 Access Control Module

The Access Control module is a web-based management system that enables the normal access control
functions, management of interconnected access control panel via computer, and unified personnel
access management. The access control system sets door opening time and levels for the registered users.
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1.3 Attendance Module

The Attendance Module consists of timetable, shift and schedule management, cross-regional attendance
Management. You can also manage other exceptions such as leave, late, overtime etc. At the same time,
access control can be configured along with attendance management to generate attendance records.

1.4 VMS Module

The VMS Module consists of ZKBio Access VMS module and ZKBio VMS Plugin. It can be used in conjunction
with NVR, DVR, IPC, MDI, SDI network storage devices. ZKBio Access VMS Plugin is a client software
launched by ZKTeco. Users can manage video surveillance through ZKBio Access VMS module or ZKBio
VMS Plugin as they want.

1.5 System Management Module

The System Management is primarily used to assign system users and configure the roles of corresponding
modules, manage databases such as backup, initialization, and recovery, and set system parameters and

manage the system operation logs.
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2 System Operations

2.1 Login

User Login

After installing the software, double-click the ZKBio Access icon @ to open the software. You may also

open the recommended browser and enter the IP address and server portin the address bar. The IP address
is http://127.0.0.1:8098 by default.

If the software is not installed in your server, you may input the IP address and server port in the address
bar.

? Note: The username of the super user is [admin], and the password is [admin], then click [Login]. After
logging-in for the first time, you need to reset your password.

2.2 Activate the System

Please refer the corresponding license activation document.

2.3 Modify Password

You can modify the login password in [Personal Information].

Welcome, admin

Click here to open modify interface
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Personal Information

Username® admin
Usermame should be composed between 1-30 characters and

in letters,numbers, or symbols (@/./~+/_).

Reset Password !

Password™ -
Password is a ~ of 4 to 18 characters,default is
111111,

Select the check
box to reset

Confirm Password®

Superuser State 04

Raole

Auth Department
If you select no department, you will possess all depariment
rights by default.

Authorize Area

If you select no area, you will possess all area rights by
default.

Email

First Mame admin

Select the [Reset Password] check box to modify the password.

? Note: Both the Superuser and the new user are created by the super user (the default password for the
new users is 111111). The username is not case-insensitive, but the password is case-sensitive.

2.4 About

Click the [About] button on the top right corner of the interface to check all the software version and

license information.

2.5 Help

Click the [Help] button on the top right corner of the interface to view user manual.

2.6 Exit the System

Click the [Logout] button

Welcome, admin

Click here to exit the system
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3 Personnel

You can configure the Personnel Management and Card Management in this module.

m Welcome, admin J0%
© Department Name Personnel ID Name Moer Q. @
The current query conditions None
x Personnel (
("% Refresh @ New [ Adjust Department ff* Delete [ # Export = [# Import ~ (1) Statistics
Person
Department Name(2.
P @ Personnel D~ First Name Last Name Department Name  Card Number Biological Template Create Time Status
Department Quantity
2 ZKTeco Department Name S0 ®0 § oo™ 2020-02-20 16:37:07 Normal
Temporary Personnel = " SO0 BOWOT
1 Test Department Name @o [ 1 §o gga %u 2020-02-20 16:36:56 Normal
Custom Attributes -
Parameters
I3
[ card Management 12 50rows perpage ~ JumpTo 1 /1Page  Total of 2 records.

3.1 Personnel Management

The personnel management includes these modules: Personnel, Department, Custom Attributes, and
Parameters.

3.1.1 Personnel

By using this management, the user shall register the personnel in the system, or import the personnel
information from other software or file into this system. For details, see Common Operations.

The main functions of Personnel Management include Add, Edit, Delete, Export and Import personnel, and
Adjust Department.
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U Add Personnel

1. Click [Personnel Management] > [Personnel] > [New]:

New
Personnel ID* 3 Department” Depariment Name
First Name Last Name
Gender Maobile Phone
Certificate Type @ | ——— Certificate Number
Birthday Email
Device Verification Password Card Number = Artra Sae 1305 A0
Biological Template Quantity go@o E o@o ﬁ 0 -E—r.ow-se- 0 C;;Jture
Access Control Time Attendance Personnel Detail
Levels Seftings Superuser Mo

# General

Device Operation Role

Ordinary User

Disabled

Set Valid Time

(oo non |0 Jcaa ]

Fields are as follows:

Personnel ID: An ID may consist of up to 9 characters, within the range of 1 to 79999999. It can be
configured based on your requirements. The Personnel ID contains only numbers by default but may also
include letters.

? Notes:

(1) When configuring a personnel number, check whether the current device supports the maximum
length and whether letters can be used in Personnel ID.

(2) To edit the settings of the maximum number of characters of each personnel number and whether
letters can also be used, click Personnel > Parameters.

Department: Select from the drop-down menu and click [OK]. If the department was not set previously,
only one department named [Company Name] will appear.

First Name/Last Name: The maximum number of characters is 50.

Gender: Set the gender of personnel.

Mobile Phone: Enter the phone number of the user.

Certificate Type: There are four types of certificates: ID, Passport, Driver's License and Others.
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Certificate Number: Enter the ID number.

Birthday: Input employee’s actual birthday.

Email: Input employee’s Email ID. The max length is 30.

Device Verification Password: Set password for verifying on the device using personnel accounts. It can
only contain up to 6-digits. It cannot be the same with other user’s password and the duress password.
Card number: The max length is 10, and it should not be repeated.

Personal Photo: The picture preview function is provided, supporting common picture formats, such as
jprg. jpeg, bmp, png, gif, etc. The best size is 120x140 pixels.

Browse: Click [Browse] to select a photo on your local drive to upload.

Capture: Taking photo by camera is allowed when the server is connected with a camera.

Register Fingerprint / Finger Vein: Enroll the Personnel Fingerprint, Finger Vein, Palm, or Face. To trigger
the alarm and send the signal to the system, scan the Duress Fingerprint.

How to register fingerprint:

Biological Template Quantity gogo E 0o ﬁ 0

Download Driver
Access Control E— Personnel

(1) Move the cursor to the fingerprint icon position, a registration pop-up or driver download dialog box

will appear, click [Register].

(2) Select a fingerprint, press the finger on the sensor three times, then “Fingerprint registered
Successfully” will be prompted.

(3) Click [OK] to complete registration.

Fingerprint Fingerprint
Yy Y '
- [ [ .
T | [ ~ r\’“‘\\ I, LY f |
| | I|I' ."I i LY II { | Duress Fingerprint | | / '\.._\ | Duress Fingerprint

by &JL./'/ f'f VO N
4 7 e . \
/{ ) { -~ ]

\ YA, o N /" \ e J
— N e R

Click a fingerprint to delete. If you need to register a duress fingerprint, select the Duress Fingerprint check
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box.
? Notes:
(1) Iffingerprints are duplicated, “Don’t repeat the fingerprint entry” will be prompted.

(2) If the fingerprint sensor driver is not installed, click “Install driver” and the system will prompt to
download and install the driver.

(3) Afterinstalling the fingerprint sensor driver, if the fingerprint register button is grey in IE browser while
it is normal in other browsers (such as Firefox, Google), you can change the settings of IE browser, as
per the following:

a. In Internet Explorer, click [Tools] > [Internet Options] > [Security] > [Credible Sites], add
http://localhost to the credible sites, then restart the Internet Explorer.

b. InInternet Explorer, click [Tools] > [Internet Options] > [Advanced] > [Reset] to pop up a dialog of
Reset Internet Explorer Settings, click [Reset] to confirm; then restart the Internet Explorer (you
may try when Point 1 does not help).

c. If all the above settings do not work, please execute following operations (take IE11 browser as
an example): click [Tools] > [Internet Options] > [Advanced] > [Security], check the option of
[Allow software to run or install even if the signature is ...], and remove the select [Check for server
certificate revocation], then restart IE.

d. If the browser is below IE8, the fingerprint registration page will be different:

Fingerprint Fingerprint

The finger information:
Right Hand
Forefinger

W = | =

e. The system supports access from the Live20R fingerprint device and the fake fingerprint

prevention function.
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The finger Information:
Right Hand
Middie Finger

W =

2. Set the Access Control parameters for the personnel. Click [Access Control]:

Access Control Time Attendance Personnel Detail
Levels Seitings Add Superuser No
# General Select All : .
Unselect Al Device Operation Role Ordinary User
Disabled
Set Valid Time

Fields are as follows:

Level Settings: Click [Add], then set passage rules of special positions in different time zone.
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Aedel B0 | eeeds

T £ons D\. (E

Laval Mame |
I

| The current query conditions Mane

| Altemative SulaciediD

Larwad Mlams limea Lans Larval Memma Tima £ons

SO forws ed page =

Superuser: In access controller operation, a super user is not restricted by the regulations on time zones
and has extremely high door-opening priority.

Device Operation Role: It will define the authority level in the device of the user.
Disabled: Temporarily disable the personnel’s access level.

Set Valid Time: Doors can be set to open only within certain time periods. If the check box is not
selected, the door is always active.

? Note: The system will automatically search for the relevant numbers in the departure library during
verification.

The Personnel Information List, by default, is displayed as a table. If Graphic Display is selected, photos
and numbers will be shown. Put the cursor on a photo to view details about the personnel.

? Notes:

(1) Not all devices support the “Disabled” function. When a user adds a device, the system will notify the
user whether the current device supports this function or not. Please upgrade the device to use this
function.

(2) Notall the devices support the “Set Valid Time” function. Some devices only allow users to set the year,
month, and day of the local time. When a user adds a device, the system will notify the user whether

the current device supports this function or not. Please upgrade the device to use this function.
3. Click [Personnel Detail] to access the details and editing interface and enter information.
Access Control

Time Attendance Personnel Detail

Employee Type v Hire Type v
Job Title Street
Birthplace Country
Home Phane Home Address
Office Phone Office Address
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4. After entering the information, click [OK] to save and exit, the personal details will be displayed in the
added list.

U  Edit Personnel

Click [Personnel] > [Person], then select a person, and click [Edit].

U Delete Personnel

Click [Personnel] > [Person], then select a person, and click [Delete] > [OK] to delete.
? Note: All relevant information about the person will be deleted.

U Adjust Department

1. Click [Personnel] > [Person], then select a person, and click [Adjust Department]:

ee 0000 ==00009

Ceparimeni Hamo Prrnmna D wrar O (@
3. Click '

mE T+ Aeiman [ hiew Wmm-wmm'@m

a7 Diapansast Mansaid)

Ferzamsl 1D Firef Hames Lawei Hpmes Cepewimand kams  Card Humber Faalapea | Termpinis Cieais Tima
v [ Marketing D epanimantli Gnandy
¢ O Owselspment Depariment®) | - g AREA Deparment @U@0 fofont  FoeonTe s
¢ [ Financel Depasmaniii)
o Rt Seincied Pamcrt T @0 Eoo 01 e
LA7ET @0 @0 fo@o Rt A0e00T e
2, Select a person 1550 @U@0 oo L sonor s

(S O

Trane i Aade
I
4 "
[T s owm Efows i gage - JumpTo o HFage  Tobl of d recoen

2. Select from the dropdown list of “New Department”.
3. (Click [OK] to save and exit.

U Statistics

Click [Personnel] > [Person] > [Statistics]. View the number of personnel, the number of fingerprints, face
templates, finger vein enrolled, card numbers, gender and other statistical information.
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U Export

Statistical Type Current Total
Male 0
Female 0
Personnel Quantity 2
Fingerprint Quantity 2
Face Quantity 0
Finger Vein Quantity 0
Palm Quantity 2
Mumber of Cards Held 0
Face Picture Quantity 0

Close

Click [Personnel]> [Person]> [Export] to export personnel information, personnel biometric templates and

personnel photo.

[ Export ~ [ ¥ Import ~
I__I’ Export Personnel

r_,’ Export Biometric Template
I__I’ Export Personnel Photo

1. Select the type of file and Export mode as required.

The File Type

Export Mode

‘ EXCEL File v ‘

(@ All data (export up to 30000 pieces of data)
() Select data volume export (export up to 30000 pieces of data)
From the article 1 Strip, is derived 100 Data
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Personnel
Pessomnal [D First Kama Lot Name IJErl.n ment Dapariment Kama Card Kunksr
umber

432 EX 2 M arketing Depari ment
343 i mple 4 Financisl Dipar mes

| ahe 5] 2 Markating Dapart ment R4THET

2 nl_u:l xyzl 1 ncmlm ment I}_eElrnl -@F
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2. Export the Biometric Template.

The File Type EXCEL File L]
Export Mode (m) Al data (Can export up to 30000 data)
Personnel Biometric Template
Posoms D | Frst Nuve Last Maree Beretic Enoreetre Bovey Swewtic Eormetyv: Swewtre Torhe
PEC0 MAC o
PO g AEPY A SADMTWTRATLOAL ¥ %) :
o D05 -WATAYUFTwted TOaoliss ase 7
LAIVPSQLN ) AZEMDALF WiZoto!
SENFOER Py YO F TEn ) 1 12004170Y 2w 0
IV TCIGLAADF HAL S BF G VWGPV 1R 350 v
el 147 0RSA PORIR, ! 2 ppod
1 Jary Warg 1 Frgepred 10 4 ] YGAHAYSTLE 2
m:-" P e BACORS gate’
AgarIK
TN o7
o o) INRHRE RS o
AL B Pl AINA EQe

3. Export Personnel Photo.

The Fila Typa ZIP v

Cancel

U Import
Click [Personnel] > [Person] > [Import] to import personnel information and personnel biometric templates.

It only supports personnel information templates for importing.
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3 Import Biometric Template
3 Import Personnel Photo

1. Import Personnel: Select “Yes” for [Update the existed Personnel ID in the system], the original data
will be overwritten when the personnel ID is repeated; select “No”, the opposite.

File Format (®) Excel

Select File Choose file No file chosen

The default is the second row.

2. Import Biometric Template.

File Format (@) Excel

Select File Choose file |No file chosen

The default is the second row.

3. Import Personnel Photo: The personnel photo needs to be named by personnel ID, supporting

common picture formats, such as jpg, jpeg, png, gif, etc.
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Import Persannel Photo

ﬁ Please Select Photo

Total : O (Please do not delete photo while uploading)
A

T
T
T
5
{
T
T
X
w
ESl
al
m
8]
8]

Start Upload Add More

3.1.2 Department

Before managing company personnel, it is required to set a departmental organization chart of the
company. Upon the first use of the system, by default it has a primary department named [General] and
numbered [1]. This department can be modified but can’t be deleted.

Main functions of Department Management include Add, Edit, Delete, Export and Import Department.
U Add aDepartment

1. Click [Personnel] > [Personnel Management] > [Department] > [New]:

ZK 8 — Welcome, admin 5

@ Bemﬂ;‘m 1. Click on Personnel ]
—— S— - 3. Click on New
_ current query conditions: None:
1 Personnel Management (= Y
——
[l = (% Refresh  [® New Slete [ % Exporl [ Import
Personnel !
4 [ Depariment Name
[ | | Depariment Name Depariment Parent Depariment Parent Depariment Name  Greated Dale Operations
» [ Marketing Depariment. Number Number
) » DD D O 2019-01-10 09:35:55 Edil
> h i New
»
[ Financial Department o — RS TEAES Edit
Parameters [ Testt It the new depariment does not appear in the list, please contact the :
I administrator to re-authorize the user to edit the department Name 2019-01-10 09:35:58 Edit
2. Click on Department [ Cepartment Number* L Name 2019-01-10 08:35:58 Edil
[ Deparment hame’ Test 2019-01-10 17:57:20 Edit Delete
Sort* 99999
| Jepartment 2013-01-10 17:56:54 Edit Delete
Parent Department Marketing Department \, -
™. 4. Enter details
o]
[ card Management K ¢ 16 > 3 S0rowsperpage ~ JumpTo 1 /1 Page  Total of 6 records
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Fields are as followed:

Department Number: Letters and numbers are available. It cannot be identical to the number of other
departments. The number shall not exceed 30 digits.

Department Name: Combination of characters up to 100.In case of different levels, the department names
can be repeated.

Sort: It is used to set the priority (level) of a department within a parent department. The smaller the
number of department sort is, the higher ranks such department has. You can set any number from 1 to
999999.

BB
4 [ Department Name
4 [ Marketing Department
¥ [ ] Test
¥ [ ] Tasii
v [ Test2 :
“ Development Departne,
v [ Tests \ To ﬁletltl'lis
v [ Test3 . —
¥ |_] Tast4

Financial Depariment

Parent department: Select a parent department from the drop-down list. The parent Department is an
important parameter to determine the company’s organizational chart. On the left of the interface, the
company’s organizational chart will be shown in the form of a department tree.

The current query conditions Mone

BB

i [ Department Mame
Marketing Department
Development Department

Fimancial Department

2. Afterfilling the details, you can click [OK] to complete adding; or click [Cancel] to cancel it or click [Save
and new] to save and continue adding a new department.

To add a department, you can also choose [Import] to import department information from other software
or other documents into this system. For details, see Common Operations.

U Edita Department

Click [Personnel] > [Personnel] > [Department] > [Edit].

Page |24 Copyright©2020 ZKTECO CO,, LTD. All rights reserved.



ZKBio Access IVS User Manual

U Delete a Department

1. Click [Personnel] > [Personnel] > [Department] > [Delete]:

Are you sure you want to perform the delete
operation?

2. (Click [OK] to delete.

? Note: If the department has sub-departments or personnel, the department cannot be deleted.
U Export

It can be exported in EXCEL, PDF, and CSV file format.

Thei Fib Typea EXCEL Fila L

Expart Mode w0 Al data (expor up o 30000 plecas of data)
) Select data volune export (export up to 30000 pleces of data)
Strip, is derved 100

From the article 1 Data

o J o |

Department

Department Name

Department Number

ZKTeco

1

Parent Department Number

Parent Department Name

Created Date

2018-12-21 14:10:08

Marketing Department

1

ZKTeco

2018-12-21 14:10:08

Development Department

1

ZKTeco

2018-12-21 14:10:08

Financial Department

2
3
4

1

ZKTeco

2018-12-21 14:10:08

U Import

1. Click [Personnel] > [Department] > [Import], the import interface is as follows:

File Format (®) Excel
Select File Choose file |No file chosen

The default is the second row.
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2. Import department information: can import EXCEL, CSV format files.

3. After importing the file, the system will match the imported report field and the data segment field
automatically.

3.1.3 Custom Attributes

Some personal attributes can be customized or deleted to meet different customers' requirements. When
the system is used for the first time, the system will initialize some personal attributes by default.
Customized personal attributes can be set for different projects according to requirements.

U New a Custom Attribute

Click [Personnel] > [Personnel Management] > [Custom Attributes] > [New], then edit the parameters and
click [OK] to save and exit.

ZK & © & ©

@ Display Name |:| Attribute Value Q ®
The current query conditions None
x Personnel
.:L Refresh L@ New ﬁf} Delete
Person . } . : .
Display Name Attribute Value Input Type Row Column Display in Operations
Person List
Department
Employee Type  Official Staff,Probation Staf Pull-down List 3 1 No Edit Delete
Temporary Personnel : . .
Hire Type Contract Worker;Non Contr Pull-down List 3 2 No Edit Delete
Job Title Text 4 1 No Edit Delete
Parameters Street Text 4 2 No Edit Delete
Birthplace Text ) 1 No Edit Delete
Country Text 5 2 No Edit Delete
Home Phone Text [ 1 No Edit Delete
Home Address Text 6 2 No Edit Delete
Office Phone Text 7 1 No Edit Delete
Office Address Text 7 2 No Edit Delete
Mewr
|
Digplay Mame” Test Attribute value
| Imput Type® Pull-down List [
| Attnbute Value * ABCD |
1
|
|
Ronw® 1 |
1
Calumn® 1 |
|
Display im Person List & Yes | Mo

e aaton 1ok~ acs
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Fields are as follows:
Display Name: Must be filled and should not be repeated. Max length is 30.
Input Type: Select the display type from “Pull-down List”, “Multiple Choice”, “Single Choice” and “Text".

Attribute Value: Suitable for lists displaying as “Pull-down List”, "Multiple Choice” and “Single Choice”

"y

lists. Use a “;” to distinguish the multiple values. If the input type is “Text”, the attribute value is not suitable.

Row/Colum: The column and row of a field are used together to control the display position of the field.
Numerals are supported. The column number can be either 1 or 2, and the row number can only be 3 to
20. The combination of the column and row must not be duplicated. As shown in the following figure,
Employee Type, is in the first column and first row, and Hire Type is in the first column and second row.

Access Control Time Attendance Personnel Detail

Employse Type — v Hire Type — v
Job Title Street
Birthplace Country
Home Phone Home Address
Office Phone Office Address
Test —_ v

A

B

C

D

o
U Editing a Custom Attribute

Click [Edit] to modify the corresponding attributes.

U Deleting a Custom Attribute

Click [Delete] to delete an unused attribute. If the attribute is in use, the system will pop up confirmation
before confirming to delete.

? Note: The custom attribute will not be recovered once deleted.
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3.1.4 Parameters

1. Click [Personnel] > [Personnel Management] > [Parameters]:

@ Personnel ID Setting
l Personnel C The Maximum Length: 9

Support Letters: Yes ®) No
Personnel ID Auto-increment:(®) Yes No

Person

Department Card Setting
The Maxi Length: Bits(Bi

Temparary Personnel & Maximum Length:|32 its(Binary)
Card Format Display: (e Decimal Hexadecimal

Custom Attributes
Temporary Personnel Setting

Enable Temperary Personnel Auto-audit: (e Yes No

Self-service Registration

QR Code URL: |http:/iServer address:Port

2. You can set the maximum length for a Personnel ID and whether it will support letters or not. If
Personnel ID Auto increment is selected as Yes, then while adding personnel, the ID in the field
automatically updates to the next succeeding new number.

3. Set the maximum length (binary number) of the card number that the current system will support.
4. Set the card format currently used in the system. The card format cannot be switched once it is set up.

5. Click [OK] to save the settings and exit.

3.2 Card Management
There are three modules in card management: Card, Wiegand Format and Issue Card Record.

3.2.1 Card
It shows the cards issued in the system with their status.

ZI( 8 Welcome, admin 5
[G] CadNumber| | Persomel D Department Name Morew Q @

The current query conditions None

‘7) Personnel
— (% Refresh

- Card Management

Card Number Personnel ID First Name Last Name Department Department Issue Card Date Card State
Number

123456789 2 ZKTeco 1 Department Name 2020-02-20 16:41:19 Effective

Wiegand Format

Issued Card Record
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3.2.2 Wiegand Format

Wiegand Format is the card format that can be identified by the Wiegand reader. The software is
embedded with 9 Wiegand formats. You may set the Wiegand card format as needed.

At [ % ovew [ Dwwin 5 CoesFomen
L] ey Sam Cond Lz Cpwr e
Whgped Formp( Vi e - —
Rohna Formalts Viczia Dra e L
i Vi S Ll -2}
L e E
St Viunh Do L] (=]
sanmz Formail? Viccs Dra - B
] Viun D o (=]
gan=i Morrait] Viocs Drs ] Ead
¥ Vioge e -

This software supports two modes for adding Wiegand Format, if mode 1 does not meet your setting
requirement, you may switch it to mode 2. Take Wiegand Format 37 as an example:

Edit
Marne [Mhegand Fomats7
Tolal Bil* ar
Sie Coda 0
Auta F
= hlode Ore
Firg1l Parity Chackip) 1
Sacond Pamty Chackin) ar
Cdd Panty Checio(o) Even Fanty Chackia) CilKc) Sie Codais) | Marufacturar Codaim)
Start Bit II'IGIT\I.:I'-E‘ITI:..II':'.I_IM Start Bit II'ELI:EI:;':.IITI,I'I' Start B IhBI L’i::r:"lm Stmrt Bit II'IEIII.;:I:.::':'IIFH | Stari Bat 'II'ELT:;I::I:.I.':'IU'H
20 18 1 1@ 18 i z 14 | a | o
Il T
Card Check Fonmsal” PEESSESERREESS 555 COCCCOCONCDECEECEEED
Parily Check Formal® M R EEN RO 05 00 05 £ D) DT DA O R D EMHEH
-
Format Specifying:

“P" indicates Parity Position; “s” indicates Site Code; “c” indicates Cardholder ID; “m” indicates Manufactory
Code; “e” indicates Even Parity; “O” indicates Odd Parity; “b" indicates both odd check and even check; “x”
indicates parity bits no check.

The previous Wiegand Format 37: the first parity bits (p) check “eeeeeceeeceeceeeceeceee”; the second parity
bits check “0000000000000000000". Card Check Format can only be set “p, x, m, ¢, s”; Parity Check Format
can only be set “x, b, o0, e”.

Page |29 Copyright©2020 ZKTECO CO,, LTD. All rights reserved.



ZKBio Access IVS User Manual

3.2.3 Issue Card Record

It records the life cycle of a card and will display the operations performed on the card.

ZK & D% @ Welcome, admin 40

[G] Card Number Action |- Morer O, ®

The current query conditions None

4,—! Personnel
fn)

(% Refresh
[l Card Management O Card Number Personnel ID First Name Last Name Action Operator ssue Card Date Change Time
123456789 2 ZKTeco Issue Card admin 2020-02-2016:4119  2020-02-20 16:41:1

Card
Wiegand Format

sued Ca

? Note: The cards and card issuing records of an employee will be deleted altogether when the employee’s
account is deleted completely.

Page |30 Copyright©2020 ZKTECO CO,, LTD. All rights reserved.



ZKBio Access IVS User Manual

4 Access

The system needs to be connected to an access controller to provide access control functions. To use these
functions, the users must install devices and connect them to the network first, then set corresponding
parameters, so that they can manage devices, upload access control data, download configuration
information, output reports and achieve digital management of the enterprise.

4.1 Device

Add an access device, then set the communication parameters of the connected devices, including system
settings and device settings. When communication is successful, you can view here the information of the
connected devices, and perform remote monitoring, uploading and downloading, etc.

4.1.1 Device

U Add Device
There are two ways to add Access Devices.
1. Add Device manually

A. Click [Access] > [Device] > [New] on the Action Menu, the following interface will be shown:

M Welcome, admin

® Device Name |:| Serial Number New 5]
The current query conditions None
E] Device 3 Device Name®
Refresh N Delete [ Export Search Col ati
O Refresh [§ New [ Delete [% QUsearchl o Type* ® TCPIIP ©) RS485 Iﬂ mmenication =
Device Name Serial Number  Area Name 1P Address” Device Ragistar Firmware Version Operations
Model Device
1/0 Board Communication port” 4370
Door 192.168.0.105 CJHB192960013 Area Name Communication Passwerd SmartAC1 @ Ver 9.0.1.6-20190725 Edit Delete
Read 19216810232 CJI4193360005  Area Name | leon Type* Door | SpeedFace-V. & Ver 9.0.1.10-6600-01 Edit Delete
Reader
Control Panel Ty .
192.168.10.219 CUT5192460017 Area Name ontrol Panel Type One-Door Access Cont ProFace X[CF @ Ver9.0.1.10-20190820  Edit Delele
Auxiliary Input Area® Area Name -~
I CJT4192960006 Area Name | ProFaceX Ver 9.0.1.4-20190716 Edit Delete
Add to Level

Auxiliary Output

Clear Data in the Device when
Event Type Adding

Daylight Saving Time A [Clez

Device Monitoring

4 F
Real-Time Monitoring Input the details

Alarm Moritoring
Map

). Access Control

«_ — ,
0| FEES . 14 . shrowsperpage ~ Jump

Fields are as follows:

Device Name: Any character, up to a combination of 20 characters.
IP Address: Enter the IP Address of the device.
Communication port: The default value is 4370.

Communication Password: A Password should be a combination of numbers and letters of 6 digits.
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? Notes:
(1) You do not need to input this field if it is a new factory device or just completed initialization.

(2) When communication password for the standalone device is set as “0”, it means no password.
However, in case of access control panel, it means the password is 0.

(3) You need to restart the device after setting the door sensor of the standalone device.

Icon Type: It will set the representation of the device. You can choose as per the kind of device; Door and
Flap Barrier.

Control Panel Type: One-door access control panel, two-door access control panel, four-door access
control panel, Standalone Device.

Area: Select specific areas of devices. After setting areas, devices (doors) can be filtered by areas upon Real-
Time Monitoring.

Add to Level: Automatically add the device to the selected level. The device cannot be automatically
added to the selected level if the number of personnel exceeds 5000. You can add personnel after the
device is successfully added.

Clear Data in the Device when Adding: If this option is checked, the system will clear all data in the device
(except the event logs). If you add the device just for demonstration or testing, there is no need to select it.

B. After editing, click [OK], and the system will try to connect the current device.
If it is successfully connected, it will read the corresponding extended parameters of the device.

? Note: When deleting a new device, the software will clear all user information, time zones, holidays, and
access control levels settings (including access levels, anti-pass back, interlock settings, linkage settings,
etc.) from the device, except the events records (unless the information in the device is unusable, or it is
recommended not to delete the device is used to avoid loss of information).

2, Add Device by Searching Access Controllers.

Search the access controllers in the Ethernet.
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M f:-i Welcome, admin
® Dovcatams| | Sealbumber| | e Do

The current query conditions None 4
E| DEise 3 No device found? Download Search Tools ta Local Disk
(v Refresh [® New ()t Delete [ Export Q Search Devict

Searched devices count4
| ol Progrss O | o Gt soded &

Device Name Serial Number ~ Area Name Com

/O Board T¥PE 1P Address Device Type Serial Number ®

Door 192.168.0.105 CJHBI92960013 AreaName  HTTI 1P Address MAC Address SubnetMask  Gateway Address  Serial Number  Device Type  Set Ssrver Opera

ener [ 19216810232 CJI4183360005  Area Name H1T| 192.168.0.105 265.266.256.0 (0.0.0.0 CJHB192960013  SmartACH This d¢
eager FRETRE CUTE192460017 AveaName  HTTI 192168176 2562652550 0.0.0.0 CJT4192960006  ProFace X This de

Auwsiiary Input Rl CJ74192960006 Area Name H-|-|-| 192.168.10.212 2552552550 19216810254 CJ75192460017  ProFace X[CH This de

Awiliary Output 192.168.10.232 2850852550  19216810.254 CJI4193360005  SpeedFace-V: This de

Event Type

Daylight Saving Time

Device Monitoring

Real-Time Monitoring

Alarm Monitoring

Map A The curre po

Close

Reports

[« < 14 . . GOrowsperpage v JumpTo 1 age

(1) Click [Access] > [Device] > [Search Device], to open the Search interface.
(2) Click [Search], and it will prompt [Searching...... 1.

(3) After the search is complete, the list and the total number of access controllers will be displayed.

Search Device

m Mo device found? Download Search Tools to Local Disk

Total B Searched devices count:2
otal Progress | N oo | jumiber of devices added 1

IP Address Device Type Serial Mumber ®

IF Address MAC Address Subnet Mask Gateway Address Serial Mumber Device Type Sef Server Operations
192.168.1.201 255.255.255.0  0.0.0.0 5264183100152 TDBO2 Add
192.168.213.67 255.255.255.0  192.165.213.1 CGFE184760043 SpeedFace-\! Thiz device has been added

A\ The current system communication port is 8881, please maks sure the device is set comactly.

Close

? Note: UDP broadcast mode will be used to search access devices. This mode cannot perform a cross-
Router function. IP address can provide cross-net segment, but it must be in the same subnet, and needs
to be configured the gateway and IP address in the same net segment.

(4) Click on [Add] in the search list.

If the device is a pull device, you may input a device name, and click [OK] to complete the device adding.
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Mew
Device Name®
Communication Type® @ TCPIP
IP Address™
Communication port® 4370
Communication Password
Ican Type® Door
Control Panel Type One-Door Access Coni
Area” Area Name
Add to Level
Clear Data in the Device when [}
Adding

A\ [Clear Data in the Device when Adding] will delete data in the device
(except event record), please use with caution!

Clear Data in the device when Adding: If this option is selected, after adding device, the system will clear
all data in the device (except the event logs).

If the device is a push firmware device, the following windows will pop-up after clicking [Add]. If IP Address
in [New Server Address] is selected, then configure IP address and port number. If Domain Address in [New
Server Address] option is selected, then configure domain address, port number and DNS. The device will
be added to the software automatically.

Device Name® 192.168.213.155

New Server Address” @IP Address () Domain Address
192 . 168 . 213 .25

New Server Port* 8088

Communication Password

Icon Type* Door
Area® Area Name
Add to Level —_—
Clear Data in the Device when Adding 0

ng] will delete data in the device (except event

A\ [ClearDatainthe D

}, please use
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MNew
Device Name®
Communication Type® @ TCPIP
IP Address™®
Communication port® 4370
Communication Password
Icon Type® Door
Control Panel Type One-Door Access Coni
Area” Area Name
Add to Level _
Clear Data in the Device when 0o
Adding

New Server Address: To add a device by IP Address or Domain Address, devices can be added to the
software by entering the domain address.

New Server Port: Set the access point of system.
DNS: Set a DNS address of the server.

Clear Data in the Device when Adding: If this option is selected, then after adding device, the system will
clear all data in the device (except the eventlogs). If you add the device merely for demonstration or testing,
there is no need to select it.

? Note: When using either of the above three device adding methods, if there exist residual data in the
original device, please sync original data to it after adding a new device to the software by clicking [Device] >
[Synchronize All Data to Devices], otherwise these original data may conflict with normal usage.

The current query conditions None

(¥ Refresh @ New @ Delete B Export Q Search Device 2. Device Control + @Selup v @View and Get Device Info  ~ @ Communication v

a 3 i
: : Clear Administrator permission
v Device, 2. Click on Device Control 657 L3 : RS485 Status Device Register Firmware Version
Type 1, Upgrade Fimware Parameter Model Device
4| Reboot Device
v 192.168.213.67 CGFE184760043  Area Name HTTP :11 Synchronize Time Online SpeedFace-V: @ 1.0.55
\\ ~/ Enable
( 1. Select the required device @) Disable

fi; Synchronize All Data to Devices

™ 3. Click here
N
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(5) The default IP address of the access device may conflict with the IP of a device on the local network.
You can modify its IP address: click [Modify IP Address] beside the [Add] and a dialog box will pop up
in the interface. Enter the new IP address and other parameters (Note: Configure the gateway and IP
address in the same net segment).

? Note: Some PUSH devices support SSL. To use this function, select the HTTPS port during software
installation and ensure that the device firmware supports SSL.

4.1.21/0 Board

On the device module, click [Devicel> [I/O Board]> [New] to add the I/O Board device to the software.

The current query conditions None
(C+ Refresh  [® New (f} Delete

[ | MName Area Name Owned Device Number I/O Board Type ~ RS485 Address  Operations

Door
Reader

Auxiliary Input

New
Auxiliary Qutput
S Device Name* Click to select
Daylight Saving Time 140 Board Type'
- e RS485 Add "
Device Monitoring ress
R3485 Address Code Figure ON KE
Real-Time Monitoring
o000
Alarm Monitoring 12 3 4

Map

(oo rariw 1o Jcarca ]

Enter the name of the /O Board. Select the Device by clicking the Device Name field. The device list appears
as shown below:
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pevceName [ ] ser Number Q ®

The current query conditions None

Alternative Selected(0)

Device Mame Serial Number Device Name Serial Number

0 50 rows perpage ~  Total of O records

Cancel

Select the device and click OK. Select the 1/0 Board Type. Set the RS485 Code Address by changing the
corresponding button. Click OK to save the details. You can view all the auxiliary inputs in [Auxiliary Input]
interface.

4.1.3 Device Operation

For the communication between the system and device; data uploading, configuration downloading,
device and system parameters shall be set. Users can edit access controllers within relevant levels in the
current system; users can only add or delete devices in Device Management if needed.

(% Refresh | f’ New ﬁ‘ Delete {_{ Export Q Search Device 2. Device Control ~ {§} Setup ~ @ View and Get Device Info  ~ ﬁ Communication ~

Zﬁ Clear Administrator permission

v Device Name Serial Number Area Communic: 85 Status Device Register Firmware Operations
Name Type 1. Upgrade Firmware ameter Model Device  Version
]:] Reboot Device
v SpeedFace-V5 CGFE184760043  Area Name HTTP tl Synchronize Time Offline SpeedFace-V: & 1.0.55 Edit Delete
~/ Enable
@) Disable

2 Synchronize All Data to Devices

(% Refresh E? New ﬁﬁ} Delete B Export Q Search Device 2, Device Control ~ {f;\} Setup ~ @V\ewand Get Device Info = & Communication ~

5 Set Device Time Zone
v Device Name Serial Number Area Communici  Network PA . . egister  Firmware QOperations
Name Type Connection lip Setas Registration Device evice  Version
i g‘ Set Daylight Saving Time
v SpeedFace-V5 CGFE184760043  Area Name HTTP Wired 1921 E Modify the Fingerprint Identification Threshold 1.0.55 Edit Delete
% Set Device In/Out State
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(¥ Refresh [_,9 New ﬁ‘ Delete B Export Q Search Device S_; Device Control ~ @ Setup ~ @WewandGetDevicelnfo = g Communication ~
€29 Get Device Option

v Device Name Serial Number Area Communic: Network IP Address RS4 Register Firmware Operations
Name Type Connection Pare 8 Get Personnel Information  Device  Version
Mot [T] Get Transactions
v  SpeedFace-V5  CGFE184760043 Area Name HTTP Wired 192.168.213.67 J View Rules of Devices ) 1.0.55 Edit Delete

(=] View Device Capacity

|:‘— Refresh L@ New @ Delete E Export Q Search Device 2. Device Coniral ~ {g} Setup + @ View and Get Device Info  ~ ﬁ Communication =

1€ Wodify IP Address
v e Device Name Serial Number Area Communic: Netwark IP Address RS485 Status Device

Name Type Connection Parameter Model f Modify Communication Password
Mods “® Switch Network Connection
(v SpeedFace-V5 CGFE184760043 Area Name HTTP Wired 192 168 213 67 Offline SpeedFace-V! & 1.055 Edit Delete

U Edit or Delete a Device
Edit: Click the Device Name or click [Edit] to access the edit interface.

Delete: Select the device, click [Delete], and click [OK] to delete the device.

For the details and settings of the above parameters, see Device. Some details cannot be edited. The device
Name should be unique and must not be identical to another device.

Control Panel Type cannot be modified. If the type is wrong, users need to manually delete the device and
add it again.

U Export

Device information can be exported in EXCEL, PDF, and CSV file format.
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