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Definitions

Super User: The user who has all operation levels of the system, who can assign new users
(such as company management personnel, registrar, and access control administrator) in

the system and configure the roles of corresponding users.

Role: During daily use, the super user needs to assign new users having different levels. To
avoid setting individual levels for each user, roles having certain levels can be set in Role

Management, and then be assigned to specified users.

Access Control Time Zone: It can be used for door timing. The reader can be made usable
during valid time periods for certain doors and unusable during other time periods. Time
zone can also be used to set Normal Open time periods for doors, or set access control
levels so that specified users can only access specified doors during specified time periods

(including access levels and First-Card Normal Open settings).

Door Status Delay: The duration for delayed detection of door sensor after the door is
opened. Detection is performed only after the door is opened and the delay duration
expired. When the door is not in the "Normally Open" period, and the door is opened, the
device will start timing. It will trigger alarm when the delay duration expired, and stop
alarm when you close the door. The door status delay should be longer than the lock drive

duration.
Close and Reverse-lock: Set whether or not to lock after door closing.

Lock Drive Duration: Used to control the delay for unlocking after press fingerprint or card

punching.

First-Card Normal Open: During a specified interval, after the first verification by the
person having First-Card Normal Open level, the door will be Normal Open, and will

automatically restore closing after the valid interval expires.

Multi-Card Opening: This function needs to be enabled in some special access occasions,
where the door will open only after the consecutive verification of multiple people. Any
person verifying outside of the defined combination (even if the person belongs to other
combinations) will interrupt the procedure, requiring a 10 seconds wait to restart

verification.



Interlock: Can be set for any two or more locks belonging to one access control panel, so
that when one door is opened, the others will be closed, allowing only one door to be

open at a time.

Anti-pass Back: Currently anti-passback settings support in and out anti-passback. In some
special occasions, it is required that the one who verify and enter from a door must exit and
verify from the same door, with the entry and exit records strictly consistent. For example,
anti-passback between door 1 and door 2: If someone enters from door 1 and then must exit

from door 2; If someone enters from door 2 and then must exit from door 1.

Linkage Setting: When an event is triggered at an input point of the access control system,
a linkage action will occur at the specified output point to control such events as
verification, opening, alarming and exception of the system and list them in the

corresponding monitored report for view by the user.



1. System Instruction

1.1 Functions Instruction

Security Management has increasing concerns for modern enterprises. This management
system helps customers to integrate operation of safety procedures on one platform,

making access control management easier and more practical so as to improve efficiency.
a System Features

1. Powerful data processing capacity, allowing the management of the access control data

for 30,000 people. And supports connect 100 devices for standard configuration.

2. Visible and reasonable work flows come from abundant experience in access control

management.

3. Automatic user name list management.

4. Multilevel management role-based level management secures user data confidentiality.
a Configuration Requirements:

CPU: Master frequency of 2.0G or above.

Memory: 1G or above.

Hardware: Available space of 10G or above. We recommend using NTFS hard disk partition
as the system installation directory (NTFS hard disk partition has the better performance

and higher security).

a Operating System:

Supported Operating Systems:

Windows XP/Windows 2003/Windows Vista/Windows7/8/8.1
Supported Databases:

MS SQL Server2005/Microsoft Access

a System Modules:

The system includes five major functional modules.

Personnel System: Primarily two parts: first, Department Management settings, used to set the



Company's organizational chart; Second, Personnel Management settings, used to input

personnel information, assign departments, maintain and manage personnel.

Device System: Set communication parameters for device connection, including system
settings and machine settings. After successful communication, the information of
connected devices can be viewed and operations such as remote monitoring, uploading

and downloading can be performed in the system.

? Note:

Digital Vein function displayed on the "Device" and "Personnel" interface in system.

Access Control System: C/S Frame-based management system, enabling normal access
control functions, management of networked access control panel via computer, and
unified personnel access management. The access control system sets door opening time
and levels for registered users, so that some users are permitted to unlock some doors

through verification during certain intervals.

System Settings: Primarily used to assign system users and configure the roles of
corresponding modules, database management such as backup, initialization and recovery,

and set system parameters and manage system operation logs.

1.2 Basic Operation Flow

The following are the basic steps to use the system, the user just needs to follow the steps

below and skip the items which are not displayed on their interface.

Step 1: Add Device.

Step 2: Add Personnel.

Step 3: Add Access Control, includes Time Zones, Holidays, Door Setting, Access Levels.

Step 4: View Real-time Monitoring and Reports.

1.3 Select Language

Enter into the [System] menu, click [Select Language], it will popup Chinese and English,

Choose the language what you need, and then restart the system to make it take effect.



2. System Management

1.Log in to the System

(1) Double click the [Access3.5 Security System] shortcut on the desktop, the following

homepage pops up.

¥ dmin) .
;ﬂ FF #

Remember Me

(2) For system security, it is required to verify identity before accessing the system. We will
provide a super user (having all operation levels) for the beginner of this system. Enter user

name and password, and click [OK], to enter the system.

(3) Check the [remember me] option, save the user name and password, for direct login

next time. click [log in] after inputted.

? Note:

The user name of the super user is [admin], and the password is [admin]. After the first login
to the system, for system security, please use the [Modify password] function to modify the

password.

The super user can assign company personnel as system users to (such as company
management personnel, registrar, and access control administrator) and configure the roles of

corresponding modules. For details, see 8.1 User & Role Management.

2. Quit the system:

Click the button on the upper right corner of the interface, directly to quit the system.



3. Modify Password:

The super user and the new user created by the super user (the default password for the
new user is "admin") can use the [Modify password] function to modify the login password
for system security. Click [Modify password], it pops up the Edit Page. Enter the old
password and the new password, confirm the new password and click [Confirm] to

complete the modification.



3. Navigation

After the user logs in to the system, it will show the [Navigation] main interface, Or click
[System]>[ navigation] interface. Follow up, you can also click m on the upper left
corner of the icon to switch to the interface. Click the navigation icon will switch to the

corresponding processing interface.

Access &0 OO0

Hello admin,Welcome fo Access3.5 Security System

©

Time Zones

/4 /_\\\

@

\\\ = ///
Holidays Real-Time Monitering

@ 4 L\ 14 v

%

Door Setting Reports

Device Personnel

&

Access Levels



4. Personnel System Management

Before using the system's access control management functions, first access the personnel

system
for configuration.
Step 1, Department Management settings, used to set the company's organizational chart.

Step 2, Personnel Management settings, used to input personnel, assign departments, and

maintain and manage personnel.

Step 3, set the Access Control Levels.

4.1 Department Management

Before managing company personnel, it is required to describe and manage the company
departmental organization chart. Upon first use of the system, by default it has a primary
department named [Company Name] and numbered [1]. This department can be modified

but cannot be deleted.

Main functions of Department Management include Add Department and Department

Maintenance.
1. Add Department:

(1)Click [Personnel] > [Department] > [Add] to show the Add Department interface.
Another way through the import, the other systems or information in the Department of

information into the system, the specific operation, please refer to the 9.1 common

operation.
Department Mame | »
Department Mumber *
Parent Department ’cumpany v]*
o]




The fields are as follows:
Department name: Any character, up to a combination of 50 characters.

Department number: If required, it shall not be identical to another department. The

length shall not exceed 50 digits. Click [Verify] to see if repeated or not.
Parent department: Select from the pull-down menu and click [OK].

(2)After editing, click [OK] to complete adding, or click [Cancel] to cancel it.

2. Department Maintenance:

Tree View |£E—‘|é Add Edit ﬁ Delete Eq Impart @ Export Operation Logs

[] Department Number Department Name Parent Department
b1 |2 company

Personnel

Issue Card

(1)The [Upper Department] is an important parameter to determine the Company's
organizational chart. On the right of the interface, the Company's organizational chart will

be shown in the form of a department tree.

(2) Upon a change to the department or organizational structure, the user can use the [Edit]
function to modify such items as Department Name, Department Number or Upper
Department. Click Department Name directly or click the [Edit] button behind the

department to access the edit interface for modification.

(3) To delete a department, click the check box before the department, and click [Cancel

Department], or directly click the [Delete] button behind the department.

(4) click [import] or [export] to import a file from the computer to the interface or export

the information to the computer.

(5) click [operation Logs] to see the recent operation of the department.

? Note:
A department cannot be deleted freely. If so, the personnel under the department will be
pending, and some historical data will not be able to be queried. If deletion is required,

please first transfer the departmental personnel to another department.




4.2 Personnel Management

When starting to use this management program, the user shall register personnel in the
system, or import personnel information from other software or document into this system.

For details, see Appendix 1 Common Operation

4.2.1 Add Personnel

1.Click [Personnel] > [Personnel] > [Add] to show personnel profile edit interface.

Personnel Profile | Details [ Alternative Access Levels I

Personnel Mumber * Department : *
First Name Card Number ﬁ]
Last Mame Mobile Phone -
Gender Employee Date 2015-10-15 hd
(Optimal Size 230=230 Pixel)
Password Birthday 2015-10-15 hd
Email Privilege Employee -

Fingerprint Registe

The fields are as follows:

Personnel No.: By default, the length cannot exceed 9 digits. A number with a length of
less than 9 digits will be preceded with 0 automatically to complete 9 digits. Numbers

cannot be duplicated. Click [Verify] to see if it is duplicated or not.

Department: Select from the pull-down menu and click [OK]. If the department was not

set previously, you can only select the default [Company Name] department.

Card Number: Assign a card number to the person for access control use. This can be done

manually or by using card issuer. For details, please refer to 4.2.2 Personnel Information

Maintenance.

Password: Set personnel password. An access control panel only supports 8-digit

passwords. If a password exceeds the specified length, the system will truncate it



automatically. If you need to modify the password, please clear the old password in the box

and input the new one.

Employment Date: By default it is the current date.

Terminal Management Privilege: Employee or admin.

Personal Photo: The best size is 230x230 pixels, for saving space.

Fingerprint Register: There are two ways that through fingerprint register or machine to
achieve function of fingerprint registration. The fingerprint reader is required to connect to
the computer and install the driver before the registration; The machine registration is
required to add the device to the software (Achieve the fingerprint registeration only

through offline device when editing personnel data).

In addition, can enter the name, cell phone, date of birth, mail and other basic information

(non Chinese can enter the last name)

Details: Can enter staff more information, such as, address, education, nationality,

nationality, identity card number.

Personnel Profil/ Details | Alternative Access Levels I

Education Mationality

City
Political Status Home Telephone
Office Telephone SSN(ID Mo.)
Postal Code Ethnic
Job Title

Home Address

Work Address

Alternative Access Levels: Select access levels, start and end dates of access validity time
and multi-card opening personnel groups (Presetting is required. For details, see 6.10

Multi-Card Opening).




Personnel Profile [ Detail;/ Alternative Access Levels |

Alternative Access Levels SelectedAccess Levels
[:l Access Level Na... Access Control Ti... [:l Access Level M... | Access Control ...
v1 F 1 24/ BHi@1T
2 | 332 aa =
=]

Multi-Card Opening Group S

Set Valid Time
Start date 2015-10-15 End Date 2015-10-15

set the effective time is mainly for temporary access system, that is, only in the effective

time to open the door, no check is the default always valid.

2.After the staff information editing, click on the [save and Continue] to continue to add
other personnel, or click [OK] to save and exit, the list will show the new staff, click [Cancel]

to give up the operation.

4.2.2 Personnel Adjustment

Personnel Adjustment is adjust department or delete of existing personnel.

1. Personnel Adjust Department:
Operation steps are as follows:

(1) Click [Personnel] > [Personnel], and select the person subject to department adjustment

from the personnel list, click the [Adjust Department] button, and the following interface

appears:
=] Adjust Department x
Select Personnel |3 *
Adjusted to Department ’ vl *

10



(2) click [Adjusted to Department],select the department to be transferred. After editing,
click [OK] to save and quit.

7] select department ®
B compan)

... department1
. department2
... department3

2. Delete Personnel

Click [Personnel] > [Personnel], select personnel, click [Delete], and click [OK] to delete, or
directly click [Delete] under "Related operation" of the personnel to delete.Deleting

personnel also results in deleting the personnel in the database.

3. Search

Click [Personnel] > [Personnel]> [Search], enter the search terms, click [OK] to find the

personnel.
Personnel Mo. | | First Mame
Card Mo. Gender ’— vl
Department Mo Depatment Mame

11



4.2.3 Batch Add Employees

#2] Batch Add Personnel x

From Fersommel 12 (12) Copy Data

Personnel Mumber Selectthe fields Name to copy
Mumber format *) Department
Wildcards (*) width 1 =) Gender

From Te ] Education

Office Telephone

Multi-Card open

FProgress

-

Maximum 10000 personnels

When Batch Add Employees need select replicating object. If without personal information
cannot use this function.Number length of Add Employees is less than 8 digits. A batch

maximum can only add 10000 personals.

Number format: number format of personnel, "(*)" will be replaced by the worker’s card

number in the form.

Wildcard (*) width: That is mean, how many figure the Number pattern has. After the
Wildcard (*) width has been defined, by use the From box, To box to create range. Click

[OK], add employees, and click [Cancel], return the interface.

In addition, you can click on [import], [export] and the computer for file transfer, click

[Operation Logs] to see the operation of the staff.

12



4.2.4 Issue Card

The operations include Personnel Card Issue, Batch Issue Card, and etc.

For such functions, you can directly click the personnel number in the personnel list to
enter the edit interface for modification, or right-click the [Edit] button to enter the edit

interface for modification. After modification, click [OK] to save and quit.

Personnel Card Issue:

Assign card numbers to personnel, including batch card issue and individual card issue.
(1) How to use the card issuer

The card issuer is connected to the PC through a USB port. When the cursor is on the Card
Number Input box, punch the card on the card issuer, then the card number will display in

the input box.
(2) Batch Card Issue

Click [Personnel] > [Issue Card] > [Batch Issue Card] to show the Batch Issue Card edit

interface.

%] Batch Issue Card x
@ Access Control Issue Card 2osition of swiping card |Z|
©) CardReader Input Card Number ]
Start personnel number End personnel number Personnel list

Person notissueled card number Has been issuing cards

Personnel Mum First Name LastMa Gender Department Name Personn Firstame LastWame Gender Departm Card Nu

Personnel list, show these all personnel without cards within this number series.
Select the way of "Access Control Issue Card" or "Card Reade".

In using of the card reader, when you swipe the card near to the card reader, the System

will get the card number and issue it to the user in the left list.

13



Using of the access control panel, you need to select the position of swiping card, such as a
card reader connected with an access control panel. Input the Start Personnel number and
End personnel number, click Personnel list, got the personnel list, and then click [Start to

read], the system will read the card number automatically, and issue it to the user in the left

list one by one. After that, click [Stop to read].

Click [OK] to complete card issue and return. Personnel and corresponding card numbers

will be shown in the list.
(3) Individual Card Issue:
Click [Personnel] > [Card Issue] > [Add] to show Individual Card Issue interface.

Select personnel, enter card number (or use card issuer for card issue), select card issue

date, and click [OK].

Personnel ’ vl *

Card Mumber @

? Note:

The system supports card issue through card issuer and by manually inputting card

numbers.

14



5. Device Management

The access control panel to be connected to this system provides access control system
functions. To use these functions, the user must first install devices and connect them to
the network. Second, set corresponding parameters in the system so as to manage these
devices via the system, upload user access control data, download configuration

information, output reports and achieve digital management of the enterprise.

5.1 Area Settings

Area is a spatial concept, enabling the user to manage devices in a specific area.

In the access system, after area setting, devices (doors) can be filtered by area upon

real-time monitoring.

The system, by default, has set an area named [Headquarters] and numbered [1]. Area

setting includes Add Area and Delete area.
1. Add area:

Click [Device] > [Area Settings] > [Add] to activate the Add Area edit interface:

Area Mame | *
Area Code *
Farent Area ’name1 v] *
Remarks

| ok Cancel

The fields are as follows:

Area Name: Any character, up to a combination of 50 characters.

Area Code: Repetition not allowed.

Parent Area: Decides the regional organization structure of the company.

After setting, click [OK].

15



2. Delete area:

Select area, click [Delete], or directly right click [Delete], press [OK].

5.2 Device Management

Set the communication parameters of connected devices. Only when communication
parameters, including system settings and device settings, are correct, normal
communication with devices will be possible. When communication is successful, you can
view the information of connected devices, and perform remote monitoring, uploading

and downloading data.

5.2.1 Add Device

Add Device: Click [Device] > [Device] > [Add], also you can click [Search] to search devices

which in the network, and directly add from the searching result.
There are two ways to add Access Control Panel.
1. Add Device:

(1) In the Device Type Selection interface, select Add Access Control Panel. The

communication modes are TCP/ IP or RS485. The following interface will be shown:
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TCP/ 1P

Basic parameters

Device Name *
Communication Fassword | |
Access Control Panel Type [Two.noofm(;ess Contral Pan v]
Switch to Two-door Two-way ]

Auto Synchronize Device Time With PC Time

Area [name1 v] *
Clear Data in the Device when Adding

Communication Mode @ TCPIP i) R5485

IP Address *
IP Port Number 4370 *

IP Address: Please enter the IP Address of the access control panel.

IP Port No.: In Ethernet mode, the default is 4370.
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RS485

/ Basic parameters
Device Mame *
Communication Password E | |
Access Control Panel Type [Two—Doorﬁccess Control Pan v]
Switch to Two-door Two-way [
Auto Synchronize Device Time With PC Time W
Area [name‘l v] *
Clear Data in the Device when Adding E
Communication Mode @ TCPIP @ RS485
Serial Port Number | cout -
RS485 Address *
Baud Rate [3340'0 '] *
Wiaraiode  Test Connecton

Serial Port Number: COM1~COM254.

485 Address: The machine number. When serial port numbers are the same, there will be

no repeated 485 addresses.

Baud Rate: Same as the baud rate of the device (9600/19200/38400/ 57600/115200). The
default is 38400.

? Note:
The same Serial port Number cannot allow to exits many of baud rates. If RS485 address
respectively for 1 and 2 of the two devices, with 38400 and 115200 baud rate respectively

add in system, and use the same Serial port COM1, it will could not add.

Device Name: Any character, up to a combination of 50 characters.

Communication Password: Any character, up to a combination of 8 characters (No blank).
You need to input this field only when you add a new device with the communication
password. It cannot be modified when you edit the device information except in [Modify

communication password] operation. Please refer to 6.3 Door Settings.

? Note:
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You do not need to input this field if the device has no communication password, such as

when it is a new factory device or just after the initialization.

Access Control Panel Type: One-Door Access Control Panel, Two-door Access Control
Panel, Four-Door Access Control Panel, Standalone Access Control, Standalone SDK

Machine.

? Note:

Standalone SDK Machine is the device which supports Standalone SDK communication
protocol, has nothing to do with whether networking. One-Door Access Control Panel,

Two-door Access Control Panel, Four-Door Access Control Pane and Standalone Access

Control are support pull coommunication protocol, they are pull device.

For example, when adding a device which supports Standalone SDK communication
protocol, choose Standalone Access Control in Access Control Panel Type, after the device
is connected, the Access Control Panel Type will be displayed as Standalone SDK Machine

by automatically.

Switch to Two-door Two-way: When four-door panel is selected, this box will appear. By
default, it is not ticked. This parameter is used to switch the four-door one-way access
control panel to two-door two-way access control panel (For changes of extended device

parameters before and after switching, see relevant files of access control panel).

? Note:
After the four door one-way access control panel is switched to two- door two-way access
control panel, to switch back, you need delete the device from the system and add it again.

When adding, do not tick the check box before this parameter.

Auto Synchronizes Device Time: By default it is ticked, namely, it will synchronize device
time with server time each time connecting to the device. If it is not ticked, the user can

manually synchronize device time.

Area: Specify areas of devices. After Area Setting, devices (doors) can be filtered by area

upon Real-Time Monitoring.

Clear Data in the Device when Adding: If this option is being ticked, after adding device
adding, the system will clear all data in the device, except the event logs. If you add the

device just for demonstration or testing of the system, there is no need to tick it.
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(2) After editing, click [OK], and the system will try connecting the current device:

If connection is successful, it will read the corresponding extended parameters of the
device. At this time, if the access control panel type selected by the user does not meet the
corresponding parameters of the actual device, the system will remind the user. If the user

clicks [OK] to save, it will save the actual access control panel type of the device.

Extended Device Parameters: includes serial number, device type, firmware version number,
auxiliary input quantity, auxiliary output quantity, door quantity, device fingerprint version,

and reader quantity.

If device connection fails, while the user still needs to add the device to the system,
corresponding device parameters and extended parameters, such as the serial number, will
not be written into the system and settings such as anti-passback and linkage will not be
impossible. These settings can be created only when the device is reconnected successfully

and corresponding parameters are acquired.

? Note:

When you add a new device to the system, the system will clear all user information, time
zones, holidays, and access control levels settings (including access control group, anti-pass
back, interlock settings, linkage settings, etc.) from the device, except the events record in
the device. Unless the information in the device is unusable, we recommend that you not

to delete the device in used, to avoid the loss of information.

Access Control Panel Settings:
a TCP/IP Communication Requirements:

To support and enable TCP/ IP communication, directly connect the device to the PC or
connect to the Internet, get the device IP address and other device information of the

device.
a RS485 Communication Requirements:

To support and enable RS485 communication, connect to PC through RS485, get the serial
port number, RS485 machine number (address), baud rate and other device information of

the device.

The devices with yellow background are Standalone SDK Device, for example F8 as below.
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Q@ Add Edit @ Delete (©) search GetLags SyncAll Data To Device EE Get Personnel Data From Device. Geﬂnfnrmaﬁon of Personnel - More... -

[[] DeviceNa.. SerialNumber  Commun..|IP Address Serial .. RS485Add.. Ena.. Person.. Finger.. VeinNu.. Faceq.. DeviceMo.. Firmware Version Area Name
D MultiBio 700 5010000390039 TCPAP 192.168.90.72 (-] 5 7 o 3 MulttiBio 700 Ver6.60Jun 182012 [EidEH
2 D inbio460 0566134800065 TCPAP 192.168.16.140 (-] 10000 1500 o 0 inBIO460 AC Ver5.09 Apr23 [Es 2=t

2. Add Device By Searching Access Control Panels:
Search the access control panels in the Ethernet.

(1) Click [Device] > [Search Panels], to show the Search interface, supports Ethernet and

RS485 search.

Searchby TCPAP | Search by RS485 |

MAC Address IP Address Subnet Mask Gateway Serial Number Device Type Status

Search for the access control panels on the TCPAP netwark m

? Note:
If choose the way of RS485, maybe need select corresponding serial port number, baud

rate, fill in RS485 address.
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] search Access Control Panels

Search by TCP/P, Search by RS485
I

Serial Port Mumber | RS485 Address ‘ Baud Rate | Device existing ‘ Description ‘ Has been added
» COom 1 38400 Mo Command not response No
COoM1 2 38400 No Command notresponse Mo
| com 3 38400 No Command notrespense No
| com 4 38400 No Command notrespense No
| com 5 38400 No Command notrespense No

[Serial Porthumber [COM1 | RS485Address 1 o 5 BaudRate [28400 v]] Add Device

(2) Click [Start Search], and it will prompt [searching...... ].

(3) After searching, the list and total number of access control panels will be displayed.

ﬁ Search Access Control Panels x
Search by TCPIP | Search byRS485 |
WAC Address | 1P Adaress | subnet task [ Gateway | seriainumper | Device Type [ staus
»  O0ATE10CBEd 1921681182 255255.255.0 192.168.1.254 0218140300252 iclock 880 No
00-AT:E1100BEC 1921681219 255 255.256.0 192 168.1.254 2802011110004 InBIO280 No
00-17:6110:1CDE 1921885215 255 255.255.0 192 168.5.254 £566151300010  inBID4B0 No
00AT:6110:1C:F4  192.168.5.251 255.255.255.0 192.168.5.254 §566151300035  inBID480 No

Fhe total number of access control panels found is:4 ] Modify IP Address Add Device

? Note:
Here we use UDP broadcast mode to search the access controller, this mode cannot
exceed the HUB scale. The IP address can exceed the net segment, but must belong to the

same subnet, and needs to configure the gateway and IP address in the same network

segment.

(4) Click [Add to device list] behind the device, and a dialog box will open. Enter

self-defined device name, and click [OK] to complete device adding.

(5) The default IP address of the access control panel may conflict with the IP of a device on
the Internet. You can modify its IP address: Click [Modify IP Address] behind the device and a

dialog box will open. Enter the new IP address and other parameters (Note: Must configure
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the gateway and IP address in the same network segment).

5.2.2 Edit and Delete Device

For communication between the system and the device, data uploading, configuration
downloading, device and system parameters shall be set. The user can see access control
panels within his levels in the current system, and can edit the devices here. The user can to

add or delete devices in Device if needed.

Edit: Select device, tick in the box in front, then click above [Edit] menu or right click [Edit]

to alter.
Delete: Select device, click [Delete], and click [OK].

There are three tabs in the Standalone SDK Device editing interface, [Basic parameters],

[Verification and Protocol] and [Other Settings].

Verification and Protocol

Basic parameter;/ Werification and Protocol Other Settings I

Protocol enabling status

TCPIP RS232 RS485

Verification

1:1 matching threshald for fingerprints |very low -
1:M matching threshold for fingerprints [‘uferylow v]
1:1 matching threshold for faces [Low v]
1:M matching threshold for faces [Low v]
Comparison based on the ratio of 1:1 only

Mifare card work as |D card

The Mifare card must be registered

ID card: Support reading ID card only.

Mifare card use as ID card: Read the number of Mifare card, but not the memory block.

Protocol enabling status: What protocol is enabled on the specified device. This protocol
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must be enabled when the device to use a protocol to communicate with other device.

Matching threshold: The threshold level for recognition of a biometric identification. The

lower the threshold, the higher False Access Rate.

comparison based on the ratio of 1:1 only Mean it is should enter the number before

comparison . This way can speed up the recognition speed.

The Mifare card must be registered' the device that support Mifare card” Indicates whether the

physical card number of the Mifare card is verifiedA

Other Settings

Basic parameters l Verification andF'rutucu:y/ Other Settings |

Synchronize the time

Initialize the device Enable batch

Power supply management

|dle mode Dormant - |dle time (minute) 0 Iil
Parameter

Date format YY-MM-DD = Voice prompt
Fingerprint version Verification voice
Vaolume Keyboard tone

After the device is connected successfully, user can view the device information and set the

parameters through system.

Choose the device, clickd delectd ,then clickd OKO can delect the device on the list.

5.2.3 Search Device

Search: Click [Device] > [Device] > [Search], will pop the following interface, enter the
search terms to get the information.
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Device Mame |
IP Address
Serial Mo.
RS5485 Address
5.2.4 Get Event Entries

Get event records from the device into the system.

Three options are provided for this operation, Get New Records, Get All Records, and Clear

record after downloaded.
7] Get Logs x
@ Getnewlogs (71 Get all logs Clear logs after downloaded

Progress
[ 0% |

Total progress

0%

Get New Entries: The system only gets the new event entries since the last time event
entries were collected and records them into the database. Repeated Entries will not be

rewritten.

Get All Entries: The system will get all of the event entries again. Repeated Entries will not

be rewritten.

Clear record after downloaded: After records are downloaded, the device will

automatically delete all the records.

When the network is interrupted or communication is interrupted for any reasons, and the
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event records in the device have not been uploaded into the system in real-time, the
operation can be used to manually acquire event records in the device. In addition, the

system also can set timing to get.

? Note:
The access controller can restore up to 100 thousands of event entries. When the entries
exceed this number, the device will automatically delete the oldest restored entries (the

default delete number is 10 thousands).

5.2.5 Sync All Data to Device

The system will synchronize the data to the device, including door information, access
control levels (personnel information, access control time zones), anti-pass back settings,
interlock settings, linkage settings, first-card normal open settings, multi-card normal open
settings and so on. Select device, click [Synchronize All Data] and click [OK] to complete

synchronization.

? Note:

The operation of Synchronize All Data is mainly to delete all data in the device first (except
event record). Download all settings again, please keep the net connection stable and
avoid power down situations, etc. If the device is working normally, please use this function

with caution. Execute it in rare user situations to avoid impact on normal use of the device.

5.2.6 Get Personnel Data From Device

Take origin information of the device saves in the system.

] Get Data From Device

Download These Data

Personnel Information Fingerprint Templates Vein Face Templates
Progress
| 0% |

Total progress

| 0% |
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5.2.7 Get Information of Personnel

Renew the current number of personnel quantity, fingerprint quantity, vein number and

face quantity in the device. The final value will be displayed on the device list.

% Add Edit ﬁw Delete () Search [ GetLogs [=3) SyncAll Data To Device @@ GetPersonnel Data From Device GetInformation of Personnel - More . ~
I:] Device N...  Serial Nu Communication... IP Address  Serial Port Nu. RS485 Add. Ena Personnel Qu... Fingerprint Qu... Vein Nu... Face qua Device M...  Firmware Ver Area Name
»1 |[] MutBio7.. 50100003.. TCPIP 192,168 () 5 7 0 3 MultiBio7... VerG60Jun ... RIHEH
2 [ inbiod60  05661348.. TCPIP 192,168 ) 10000 1500 0 0 INBIO4E0  ACVer5.09.. sk

5.2.8 More Information

Includes that Modify IP Address, Close Auxiliary Output, Disable, Enable, Modify
Communication Password, Synchronize Time, Upgrade Firmware, Get Logs From SD Card,

Import Data From USB disk and etc.

gt Information of Personnel | - More.., -

& Disable
+) Enable

[ Upgrade Firmware
[ Synchronize Time
4 Modify IP Address
e Close Auiliary Output
2 Modify Communication Pagsword
e Change The Fingerprint Identification Threshold
Modify Baudrate

|

Operation Logs

Sync New Changes To Device
Export

Getlogs From 3D Card
RS485 Master-Slave Configure
Import Data From USE disk
Export data to the USE disk

> K

s dp A

(1) Disable/Enable

Select device, click [Disable/Enable] from [More Information] menu to stop/start using the
device. When the device's communication with the system is interrupted or the device fails,
the device may automatically appear in disabled status. At this time, after adjusting Internet

or device, click [Enable Device] to reconnect the device and restore device communication.

? Note:
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If the current device is in enabled status and the connection is not successful, if the user

performs the enable operation, the system will immediately reconnect the device.

(2) Upgrade Firmware

To upgrade firmware in the device, tick the device for which you want to upgrade the
firmware, click [Upgrade firmware], enter edit interface, click [Browse] to select the firmware

upgrade file (named emfw.cfg) provided by Access, and click [OK] to start upgrading.
(3) Synchronize Time

Synchronize device time with current server time.

(4) Modify IP Address

Select device and click [Modify IP address] to show the Modification interface. It will obtain
real-time network gateway and mask from the device. If it is fails because the network is
unavailable, then the IP address cannot be modified. Enter new IP address, gateway, and
subnet mask. Click [OK] to save settings and quit. This function the same as [Modify IP

Address Function] in 5.2.1 New Add Device. The difference is when searching control

panels, the devices have not been added into the system, while the current [Modify Device

IP Address] is regarding added devices.

#7] Modify IP Address %

Old IP Address 192.168.90.72 o
Mew IP Address 192 . 12 . Qo . T2 *
Subnet Mask 205 0 255 0 255 . 0 #
Gateway Address o.o0.0.0 *

o

(5) Close Auxiliary Output

Close the auxiliary device connected to the device auxiliary output interface.
(6) Modify Communication Password

Enter the old communication password before modification. After verification, input the

same new password twice, and click [OK] to modify the communication password.
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2| Modify communication password ®

*

Old Communication Passwaord |

New Password | *

Confirm Passward *

? Note:

The communication password cannot contain space.

It is recommended that a combination of numbers and letters be used. The
communication password setting can improve the device security. It is recommended to

set communication password for each device.

(7) Change The Fingerprint Identification Threshold

The user can change the fingerprint identification threshold in the device. The scale is
35-70 and 55 by default. In device adding, the system will get the threshold from the
device. If the operation succeeds, user can view the threshold in all of the devices. Batch

operation is permitted, the user can change multiple devices concurrently.

(8) Modify Baudrate: Select device and click [Modify Baudrate] to show the Modification
interface. This option is used to set the baud rate for the communication between the

device and the PC. It includes five options: 9600, 19200, 38400, 57600, and 115200.
(9) Operation Logs

Record this system history operating records, with list form to record all of the operation. At
interface of Personnel, Department, Issue Card has [Operation Logs] menu, click it can

show the relevant record information.
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User Operating time Object Type Action Identification Change Message
¥1 | admin 2015M10/21 11:12:19 device object Device operation Enabled device inbio460 =
2 admin 201510021 11:12:19 Machines WMo dify Modify Deviceinbio460
3 admin 2015M10/21 11:11:62 device object Device operation Enabled device inbiod&0
4 admin 20151021 11:11:51 Machines Modify Modify Deviceinbio460
5 admin 201510021 11:11:37 device object Device operation Enabled device MultiBio 700
6 admin 2005M10/21 11:11:37 Machines Modify Madify DeviceMultiBio 700
7 admin 2015M10/21 11:11:04 device object Device operation Enabled device MultiBio 700
8 admin 2015M0/21 11:11:03 Machines WMo dify Modify DeviceMultiBio 700
] admin 2015M10/21 11:10:50 device object Device operation Enabled device inbiod&0
10 admin 2015M10/21 11:10:50 Machines Modify Modify Deviceinbio460
11 admin 2015M10/21 11:10:18 device object Device operation Enabled device inbio4G0
12  admin 2015M10/21 11:10:18 Machines Modify Madify Deviceinbiod&0
13 admin 2015M10/21 11:09:.04 device object Device operation Device has been disabled inbiod&0
14 admin 2015M0/21 11:09:04 Machines WMo dify Modify Deviceinbio460
15  admin 2015M10/21 11:08:59 device object Device operation Enabled device inbiod&0
16 admin 2015M10/21 11:08:59 Machines Modify Modify Deviceinbio460 -

(10) Sync Latest Modification Data To Device

The operational process of the new settings information synchronizes to the device.

Such as New Add Personnel, Access Control Setting etc, It is adopt increment

synchronization.

? Note:

The operation of Synchronize All Data is mainly to delete all data in the device first (except
event record). Download all settings again, please keep the net connection stable and
avoid power down situations, etc. If the device is working normally, please use this function

with caution. Execute it in rare user situations to avoid impact on normal use of the device.

(11) Export

Click [Device] > [Device] > [More] > [Export], can export the relevant contents of device

with EXCEL or PDF or Txt. format, save on your computer.
(12) Get Logs From SD Card

The system will get the event logs from the SD card in the controller, and then through

system analyzing, will save backed-up records of the SD card to the system.

The log files name of Standalone SDK Machine, Access Control Panel and Standalone SDK
Machine are *.dat, because of data formats are different, the system analyzes the process of

log files are different, details are as follows:
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If a file name ends with "_attlog.dat’, the system determines that the file is an event record
file of Standalone SDK Machine, and takes characters in front of the underline as the S/N of
the device. If the device with such a machine S/N exists in the database, the system

imports event records; otherwise, no processing is performed.

If a file name does not end with "_attlog.dat’, the system determines that the file is an
event record file of the Pull device (Access Control Panel or Standalone Access Control).
Then, the system analyzes the file according to the Pull format, and obtains the S/N of the
device from the file. If the device with such an S/N exists in the database, the system

imports event records; otherwise, no processing is performed.

An event record exported from a Pull device (Access Control Panel or Standalone Access
Control) is named BKtransaction.dat by default. An event record exported from Standalone

SDK Machine is named Machine S/N_attlog.dat by default.

When the network is interrupted or communication is interrupted for any reasons, and the
event records in the device have not been uploaded into the system in real-time, the
operation can be used to manually acquire event records in the device. In addition, also

can set timing obtain logs.

? Note:

The access controller can restore up to 100 thousands of event logs. When the logs exceed
this number, the device will automatically delete the oldest restored entries (the default

delete number is 10 thousands).

(13) RS485 Master-slave configuration

Click [Device] > [More] > [RS485 Master-slave configure], including three options as follows:

#2] Parameter Configure

R5485 Master-5lave Configure

RS5485 Address

RS485 Master *| Master
RS485 Slave Tl Slave

ol Cree |
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1. RS485 Address: Set the device number. It is equivalent to the Ethernet IP address when
RS485 communicating. It is the only address for establishing serial port communication.

Address values in the range of 1 ~ 255.

2. RS485 Master: Tick this, the master act as controller for setting device, connecting the

reader.

3. RS485 Slave: Tick this, the slave act as reader for setting device, connecting the controller

or access control equipment.

Choose the configuration what you need, click the [OK] button, and then the system will
bring the selected configuration upload to the device, the RS485 master-slave

configuration is completed.

? Note:
(1) If select one from the RS485 master option or the RS485 master option, the device and

system cannot for RS485 and serial port communication.

(2) If you do not choose any one from the two options, the device and system can for

RS485 and serial port communication.

(3) RS485 master option and RS485 slave option are mutually exclusive options, it means
that RS485 slave will be automatically un-checked state when you choose R5485

master.

(14) Import data from USB disk
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] import data from the USB disk x

Data type

User information
Fingerprint information
Face data

Finger vein

|:] Employe... -« Mame Card ID Fingerprint ...  Vein quantity Face quanti.. Face quantit...

User type

@ 9-digit employee ID
() 5-digit employee 1D
() Color screen

Fingerprint version
@ 10.0
© 9.0

Get

Exit

Download the user information, fingerprint information, face data, finger vein from device

to USB disk, then upload the data to the database of system.

(15) Export data to the USB disk

] Export data to the USB disk

Export the following data to the USE disk
User information Fingerprint information Face data ["] Finger vein

["] Time zone of access contrd | Access privileges ["] Holiday

[ "] First-card normal opening || Multi-card opening [] Linkage

Current device progress

General progress

Download the user information, fingerprint information, face data and finger vein from

system to USB disk, then upload the data to the device.

? Note:

Standalone supports to export user information, fingerprint information, face data and

finger vein only.
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6. Security System Management

1. Work principle of the access control system

The System is a C/S-based management system, providing normal access control functions,
management of networked access control panel via computer, and unified personnel access

mManagement.

The access control system can set the opening levels of registered users, namely, allowing some

personnel to open some doors by verification during a time period.

Otherwise, the system supports the use of data from the access control panel for attendance

purpose, to save the device resource.

It facilitates the management and support of multiple databases, including Access, SQL Server.
Designed based on multi-business convergence, it supports service extension, such as

attendance and supports multiple languages.

2. Access control system parameters
3255 time zones.

3 Unlimited access levels,

3 Three holiday types and 96 holidays total.
*"Anti—passback function.
":"Wiegand format.

3 Interlock function.

3 Linkage function.

3 First-Card Normal Open function.
¥ Multi-Card Opening function.

3 Remote door opening and closing.

3t Real-time monitoring.

3. Operation functions of access control system
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Access Control System Management primarily includes Access Control Time Zones, Access
Control Holiday, Door Settings, Access Levels, Personnel Access Levels, Real-Time Monitoring,

and Reports, etc.

? Note:

This chapter the parameters definition can refer to Definitions.

6.1 Time Zones

Access Control Time Zone can be used for door timing. The reader can be made usable during

valid time periods of certain doors and unusable during other time periods. Time Zone can also
be used to set Normal Open time periods for doors, or set access control levels so that specified
users can only access specified doors during specified time periods (including access levels and

First-Card Normal Open settings).

The system controls access according to Access Control Time Zones. The system can define up
to 255 time zones. For each time zone, you can define, during a week, you can define up to
three intervals for each day and three holiday types for each time zone. Each interval is the valid
interval in 24 hours of each day. The format of each interval for a time zone: HH: MM-HH: MM,

this is accurate to minutes in the 24-hour system.

Initially, by default the system has access control time zone named [Accessible 24 hours]. This
time period can be modified but cannot be deleted. The user can add Access Control Time

Zones that can be modified.
1. Add Access Control Time Zone;

(1) Enter into the system, click [Access Control] > [Time zones] > [Add] to access the time

zone setting interface.
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Time Zone Mame * Remarks
Standalone device parameters

Timezone D1 |— Timezone ID2 | — Timezone D3 |— Holiday TZld | —

Monday

Tuesday

Wednesday

Friday

Saturday

Sunday

Holiday Type 1

L
|
0
|
I
L
|
T
1 1 1 1 1 1 1
Thursday ! . . . . . |
L
|
I
L
|
T
1
|
I
L
|
I
L
|
I

Holiday Type 2

Holiday Type 3

1 ]
o " “3oo | e'oo | g0 dledoo | is.od | isloo | giioo 24

Start Time  18:30 End Time 2100

The parameters are as follows:
Time Zone Name: Any character, up to a combination of 50 characters.

Remarks: Detailed description of the current time zone, including an explanation of the
current time zone and primary applications, facilitating the user or other users with same

level to view time zone information. The field is up to 70 characters.
Standalone device parameters

Time zone ID 1: ID of the first time zone (from left to right) in a day from Monday to

Sunday.

Time zone ID 2: ID of the second time zone (from left to right) in a day from Monday to

Sunday.

Time zone ID 3: ID of the third time zone (from left to right) in a day from Monday to

Sunday.

Holiday Time zone ID: ID of the first time zone (from left to right) among time zones of

holiday type 1.
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? Note:
You can define a total of 50 IDs from 1 to 50. Each ID can be allocated to only one time
zone. "1"is the ID of the time zone "24 hours pass" by default, as shown in the following

figure:

Time Zone Name 2 Remarks
Standalone device parameters

Timezone ID1 | — Timezone ID2 |— Timezone D3 |— Holiday TZld | —

Holiday Type: Three holiday types can be defined. The time zones of each type can be
different. When adding holidays, you must specify the holiday type.

In the access control system, the priority of holidays is higher than that of common

weekdays.

For example, the Children's Day in 2014 is Sunday (June 1st). When adding holidays, you
can set the Children's Day as holiday type 1. When June 1st, 2014 arrives, the equipment
manages access control time zones according to the preset holiday type 1, instead of the

preset time zones on Sunday.

? Note:

If the holiday type of a time zone is not set, the access is denied in 24 hours by default.

Start Time: Start time of a time zone.
End Time: End time of a time zone.

Setting method: The setting of the time zone is null by default, that is, Norma Close. If a
time zone is Normal Open, press and hold the left mouse button and drag the mouse to
select the entire time frame. The start time 00:00 and the end time 23:59 will be displayed

in the lower part of the page.

You can set a maximum of three time zones in a day. You can drag the mouse on the time
frame to set each time zone. The start time and the end time of each time zone will be
displayed in the lower part of the page. After the time zones are set, click [OK] to save the

settings. The time zone names will be displayed in the list.

? Note:

A maximum of three time zones can be set in a day.

2. Maintenance of Access Control Time Zone:
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Edit: In the time zone list, pitch on relevant time zone, and then right-click to select [Modify
time] to access the time zone modification interface, and modify the time zone setting.
After modification, click [OK], and the modified time zone will be saved and shown in the

time zone list, or click [Cancel] to cancel the operation.

Delete: In the time zone list, pitch on relevant time zone, and then right-click to select
[Delete time], click [OK] to delete the time zone, or click [Cancel] to cancel the operation. A

time zone in use cannot be deleted.

Tick the check boxes before one or more time zones in the time zone list. Click the [Delete]
button over the list, and click [OK] to delete the selected time zones, or click [Cancel] to

cancel the operation.

6.2 Holidays

The Access Control Time of a holiday may differ from that of a weekday. For easy operation,

the system provides holiday settings to set access control time for holidays.

Access Control Holiday Management includes Add, Modify and Delete Access Control

Holiday.
1. Add Access Control Holiday:

Three holiday types are supported, each including up to 32 holidays. To conduct special

access level configuration on special dates, the user can select special holidays for setting.
The operation steps are as follows

(1) Click [Access Control System] > [Holidays] > [Add] to access Add Access Control Holiday

edit interface:
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%] Add -

Holiday Name | *
Holiday Type [HolidayTpr v] #
Start Date 2015-10-16 v ®
End Date 2015-10-16 v | o=
Recurring O

Remarks

Standalone device parameters

Holiday Mo [— -]

Haliday Timezone [— v]

The fields are as follows:
Holiday Name: Any character, up to a combination of 50 characters.

Holiday Type: Holiday Type 1/2/3, namely, A current holiday record belongs to these three
holiday types and each holiday type includes up to 32 holidays.

Start / End Date: Must meet the date format as "2012-1-1". The Start Date cannot be later
than the End Date otherwise the system will prompt an error. The year of the start date

Start Date cannot be earlier than the current year, and the holiday cannot span years.

Recurring: Yes or No. The default is "No". Annual cycle means that a holiday does not require
modification in different years. For example, the Near Year's Day is on January 1 each year,
and can be set as "Yes". For another example, the Mother's Day is on the second Sunday of
each May, so its date is not fixed and should be set as No.

For example, the date of the holiday "Near Year's Day" is set as January 1, 2012, and the

holiday type is 1, then on January 1, Access Time Control will not follow the time of "Friday'

in the week, but the Access Control Time of Holiday Type 1 such as 6.1 Time Zones.

Standalone device parameters

39



Holiday Number: Number of a holiday on the device. The holiday number ranges from 1 to

24. This parameter is not supported by a device with the black/white screen.

Holiday Time Zone: Time zone used in a holiday. The time zone ID ranges from 1 to 50.

Only the allocated time zone IDs can be used for holiday time zones.

For example, time zone IDs 1, 3, and 4 have been allocated. When adding a holiday, you can

select time zone ID 1, 3, or 4 for the holiday.
(2) After editing, click the [OK] button to save, and it will appear in the holiday list.
2. Modification of Access Control Holiday:

To modify the original Access Control Holiday, click [Edit] behind the Access Control

Holiday to access the edit interface. After modification, click [OK] to save and quit.

Holiday Name *
Holiday Type | Holiday Type 1 - -
Start Date 2015-10-16 - =
End Date 2015-10-16 -|
Recurring O

Remarks

Standalone device parameters

Holiday Mo [— v]

Holiday Timezone [— v]

3. Deletion of Access Control Holiday:

In the access control holiday list, click the [Delete] button under "Related Operation". Click
[OK] to delete the holiday, or click [Cancel] to cancel the operation. An Access Control

Holiday in use cannot be deleted.

Tick the check boxes before one or more holidays in the holiday list. Click the [Delete]
button over the list, and click [OK] to delete the selected holiday, or click [Cancel] to cancel

the operation.
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6.3 Door Settings

Click [Access Control] - [Door Setting], select the door to be modified, show the Edit

interface.

? Note:
Access3.5 System automatic identification device type. If it is Standalone SDK Machine
(Diagram 1), interface will show the Default time zone, Master In/Out state, Error times to

alarm, Sensor delay alarm and Enable SRB options.

If it is Access Control Panel or Standalone Access Control (Diagram 2), interface will

display the Reader1 In/Out state and Reader2 In/Out state options. Please view as follows:

Device Name MaltiBio TOO - Door Sensor Type Hona [=] =
Door Mumber 1 - Door Status Dela 15 | second(1-99
Door Name MultiBio 700-1 . Close and Revserse State
Default time zone = - Time attendance B
Door Passage Mode Time Zone —— [+ Lock Open Duration % |5 Second(1-10)
Verify Mode [y 5= + Punch Interval 0 % second(0-10)
e in R
Only Fingerprint es to alarm U =
Employee ID 1 -
Only Pazzword delay alarm =1 Second(1-99)
Only Card aRB
Duress Password Fingerprint or password O

Card or Fingerprint

Card or password

Wiegand Fingerprint and esployes ID
Fingerprint and password

Card and Fingerprint

Card and Fassword

Card and fingerprint and pazzword
Fingerprint and User ID and Fassword

Fingerprint and card or employee ID “ Cancel
Face only

Face and fingerprint

Face and password

!I.E. md Clrd

Face and fingerprint and card
Face and fingerprint and pazsword

Emergency Password

Copy the seftings to doors of the
Copy the settings to doors of all £

(Diagram 1)
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Device Name inbiod60 E Door Sensor Type Hone =l *
Door Number 4 5 Door Status Dela [15
Door Name inbio460-4 * Close and Revserse State
Door Active Time Zone 24/ \E@TT [=] + Time attendance [l
Door Passage Mode Time Zone ™™~ [~ Lock Open Duration 5 = Second(0-254)
Verify Mode [Card or Fangerprint |« » Punch Interval 0 < second(0-10)
Reader1 In/Out state gﬁ: ii:'::l;f;im

Only Card

Reader2 In/Out state e

Card or password
Duress Password Card and Fingerprint

Card and Password

Emergency Password

Wiegand Seftings

Copy the settings to doors of the current panel []
Copy the settings to doors of all the panels [

o Wl o |

(Diagram 2)
6.3.1 Device Name

Device Name is not editable (must be edited in 5.2.1 New Add Device).

6.3.2 Door Number

The system automatically names the numbers of doors according to how many doors of the
device have (for example, the four doors of a four-door control panel are numbered 1, 2, 3 and

4). The number will be consistent with the door number on the device.

? Note:

By default, the number following the underline in the door name is consistent to the door
number, but 1/2/3/4 in anti-passback and interlock refers to door serial number rather than
the number following the door name. They are not necessarily related. The system allows

the user to modify the door name, so they cannot be confused.

6.3.3 Door Name

The default Door Name is "device name-door number". Fox example, Device name is

192.168.16.37 and Door number is 1, so the Door Name is 192.168.16.37-1 by default.

The field allows the user to modify as required. Up to 50 cha | G
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